Managing Users MDC/PS IT. EAMS

Managing Users - For Practice Managers / Supervisors

The guide will run through the steps required to setup user accounts in Medical Director Clinical (MDC) &
Medical Director PracSoft (PS). Please note that a User Access Request form (signed by an authorised delegate)
must to be sent to the helpdesk for new users to be granted access to the applications but it is the responsibility
of the site to create/disable user accounts.

To perform the tasks in this guide, you need either Practice Manager or Practitioner (with ‘Top Level Access’) in
MDC and Level 6 or above access in PS.

Medical Director advises creating a GP or Nurse Practitioner accounts in MDC BEFORE creating it in PS.

This guide will be broken into 2 sections for account creation — (Setting up Practitioners & Setting up Users) and
also how to inactivate Accounts.

1. To begin, log into MDC. (if unsure how to login, please see: Medical Director — Getting Started guide
here)

e

MedicalDir...
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2. From the MDC home screen, select User, then Setup Users...
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http://itrams.org.au/resources/MDC%20-%20Getting%20Started%20-%20V0.1.pdf
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3. This will open the Setup users window where current users will be displayed. There is the upper button set, where you can print/email details, change licences and
see how many prescribers you have currently licenced. The lower button set (covered below) is for managing user accounts.

& File ‘Window Help

o
@ U sar Database This wersion of MedicalDirectar Clinical is icensed for 2 prescribers, Change Licence | Print Details I

There are cumently 2 prescribers in the database. Email Details I

[ Includs Inactive Users?

| Address | Phone | Tope | Qualificatiors | Prescriber No. | Provider Mo
Diirewsnlf St WINTERFELL 4670 1300 788 802 Prescriber MBBS. Dip RACOG, Ph 2173 24266218

User | Categary

Dr Damo Doctor

D Livingstone

Dr Nick Riviera Doctor

Prm Training Practice Manager
Reception Training Receptionist

Main S5t SPRINGFIELD 4670 1300 7ag 802 Frescriber ligwkuwftuifjuftyif 2173 24266218

Pin Trairing Fiegistered Nurse ‘

You can look at
inactive
accounts by
ticking this box!

I Add Doctar | AddNursePract\tionarI Add User | E dit | Delate I Paszword | Makalnactival ManagaAIiasesI Close I

|or Dama [HCN Live Dats - GL-ADMOZ030N_NHCNSQLUT [Manday, 10 August 2015 |6:00:28 PM

H‘Slarll @ l Ready for .. @m @ Inbox - Da... JA 2 Remind... @ @IMlcmsn&‘.. @ Managmg..‘l@ Managmg..‘"_ MedicalDi... EM “ . Q E 6 @ . @ Ex @ |FE @ il (b 1;}32;2;415-
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Lower Button Set
The lower button set is where you can Add users, edit selected users, delete users, change the password for selected users, make users inactive, manage aliases for

users and close the Setup users window.

| AddDoctar | Add Murse Practitioner | Add Usger I Edit Il Delete “I Faszwiard I“ Makelnactivem Manage.ﬂ.liases"l Cloze I
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Adding a Practitioner

4. Clicking on the Add Doctor or Add Nurse Practitioner buttons from the lower button set will bring up the below Add user window below, which is the same for
Doctors and Nurse Practitioners. Fill out all the user details taking note of the tick boxes in the bottom right.

Add Dactor Eq
[ User Details i~ PCEHR Details
Mame: IDr ¥  Partticipate in PCEHR
Address |205 Bourbong Strest ‘when the ‘Participate in PCEHR' option ix checked:
I - You can download or upload clinical documents to each patient's PCEHR.
Thiz iz subject to each patient's PCEHR security status.
City/Suburb: IBundaberg - “f'ou can upload prescription records to each patient's PCEHR.
B Registration with ePrescribing is required and is also subject to each patient's
Posteode: 4670 cnr?sent B ' g
Phane 1300 768 802 : .
Title: I
Fau 07 4151 18596 First Name: I
Prescriber No.: N
Middle Name: I
Provider Mo.: "
Last Name: I
HPH Mo
State Registration Mo,
Qualifications: I ~ ePrescribing
E-mai I Statuz I
* = required fields ~ Enable ePreserbing
™ Receive dispense notification - Ask Patiznt
Sty ™ Receivs dispenss notification - Dont Ask Patient
£ Prescriber " Disable ePrescribing

I™ TopLeveldccess? [ Data Export Privileges? [ Options Ediing?
I~ PKI Encryption ¥ Auto-capitalise names [~ PCEHR Assisted Registration

Ok I Cancel
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5. The tick boxes in the bottom right grant special access/permissions to a users’ account as outlined below.

Top Level Access: .......c......... Allows access to user database
|_|_ Top Level ﬂ.ccess?"r Data Expart Privileges?l Il- Options Editing? I
r FEI Encryphion IIIF Auto-capitalize names | 11 PCEHR Assizted Registration| Data Export Privileges: ......... Allows export of data**
I Uk I Cancel I Options Editing:.........cceuvee... Access to clinical and print options
PKI Encryption: .....cccoevveeeeennn. Allows encrypted emails to be send from MDC
Auto-capitalise names:......... Auto-capitalise names in certain windows
EditDactarDewls . x] PCEHR Assisted Rego............ Access to ART to register patients for ehealth*
1~ User Details 7~ PCEHR Details
Name: Dr Bender Rod * [~ Participate in PCEHR
s :2;5 e . Wt eiciats i PLEHF cpton s checked. OK & Cancel:.....ccocevevevnnnnee. Enters or cancels changes to user
I - “You can download or upload clinical documents to each patient's PCEHR
Thiz is subject to each patient's PCEHR security status.
City/Suburb: INew Mew Tork * - “fou can upload prescription records to each patient's PCEHR
a Registiation with ePrescribing is required and is alo subject to each patient's
Postcode: lﬁ consent.
Phore: 1300 7682 802 : il l—
Fax: 07 4151 1896 First Name: I
Prescriber Mo 2 Micde Name: |
Pravider Mo.: lm * i
HPH No.: — sothame: |
State Registration No.:
Qualifications: IEEndlng ’ ~ ePrescribing
E-mail: I Status INnt registered
" = required fields % Enable ePreserbing
¥ Receive dispenss nolification - Ask Patient
Sty i ™ Receivs dispenss motification - Dont Ask Patient
’7 " Prescriber E " Disable ePrescribing
I™ TopLlevelAccess? [ Dats Export Privileges? W Options Editing?
¥ PEI Encryption ¥ Auto-capitalise names ¥ PCEHR Assisted Registration
Concel
6. Once all the details and permissions are set, hitting OK will create the account. ** please see guide to Medical Director Maintenance here.

* Please see guide to ART here
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7. You will next be prompted to create a password for the account; it will need to be between 6 and 10 letters and/or numbers for a password.

Please note: It is highly recommended that you make all passwords at least 8 characters, containing a combination of numbers, letters and special characters and
that passwords are not used for more than on account. It is also recommended to get the user to change their password upon initial login. See quide here.

e Passweard ﬂ

Mew Password: EEBEEE
Confirm Mew Password: sssssns

| Save I Cancel |

8. Please note the password for the new user and hit Save to complete the MDC aspect of account creation. You will now need to complete the PS part with most of
the details already in PS.
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Medical Director PracSoft

9. To begin, log into Medical Director PracSoft. (if unsure how to login, please see: Medical Director PracSoft — Getting Started guide here)
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10. From the PS home screen, select Admin then User List

Admin Setup  SMS Window  Help
LChange Password
Logoff User Ctrl+L

Beconnectto Database

User List

Fees
Practitioners
Referring Prac./Address Book

Institutional Payers

| MedicalDirector PracSoft 3.15.3a - [Waiting Raol

—
1] Patient Waiting Room  Agcounts  Processing Reparts) Admin Setup SMS Window  Help

MEE

8 x

© Change Password

Logaff User Ctrl+l

Reconnect to Database

UserList

Fees s ToBl ‘ Biling Type

‘ Type ‘ Status | OPVJOVY Status

Bractitioners
Referring Prac /Address Book

Institutional Payers

HCH-GL-ADMO2090N_T\HCNSQLOT

Manday, 10 August 2015

EE IEYEN KT
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11. This will open the User List window. Highlight the newly setup Practitioner and hit Edit.

Iser ID Full Mame Inactive Security Level
AP Dr Training r 9 - Full Access
DDAMO Dr Damo r 9 - Full Access
DR, D Mick Riviera r 1 - Basic Access
LIY Dr Livingstone r 9 - Full Access
P Prm Training r 9 - Full Access
RI R Training r 2 - Billing)Receipting
RR Reception Training r 5 - Quick Adjustments Toggle Mon-pat. ..
5P Sally Physio r 2 - Billing/Receipting
| CCess

|| Show inactive users [ Add ] Edit Close

You can also

view inactive

accounts by
ticking this box!
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12. This will open the User Details window where you can set the users PS access/permissions.

User Details ﬂ
|Iser 1D |
|Iser bype: Practitioner [+
Full narme: Dr Bender Rodriguez
Security level: 1 - Basic Access |2
Surmmaty daka wiew: Al practitioners bilings |13
[ | Mark inactive

I Password I | Save ] | Cancel

13. You will first need to give the user a unique User ID: usually the users’ initials or number but there can be NO DUPLICATE User ID’s.
The User type and Full name carry across from MDC and should already be populated.

The Password would have already been set from MDC and hitting the Password button now will set a NEW password for the user.



Managing Users MDC/PS

/T

Oaolambils, Durr, Sirpl & Tobwasbbas

14. To continue creating the user account, you will need to set the Security Level & Summary data view permissions. Every user account MUST have a security level.

Below is the security level matrix, set the user account security level to the access the user will require to complete their role.

-

S

User Details —
User ID: BR
User type: Practitioner B2l
Full name: Dr Bender Rodriguez

9 - Full Access

I Security Ieve_l:

B

I Summary data view: Al practitioners bilings

El“'l

|| Mark inactive

| Passward | | Save | | Cancel |
Security Level Matrix
Level | Summary Description
1 Read Only Enables a user to view patients and their details. They are not be able to add or edit anything.
. _— This enables the user to undertake adding and editing patients and producing accounts and receipts. This is suitable for the general front desk staff. No summary information is
2 Billing Receipting R . .
available in this level.
3 Batching/Daily Reports/Basic Adjustments The user is able to access everything in 2 plus the Practitioners' Daysheet Report and has the ability to batch bulk claims and add adjustments to accounts.
4 Banking The user may use everything in 3, plus the Banking.
5 Quick Adjustments/ Toggle Non-patient The user may' use everything in 4, plus the ability to change the non-patient status of a visit (in the Visits tab) and to adjust the Practitioner seen through the Visits tab (when this
becomes available).
Edi - ;
6 ngi/ngdslt Practitioners/ Workstation & Global The user may use everything in 5, plus adding/editing Practitioner's and changing Global Settings.
7 Reports The user may use everything in 6, plus has the ability to run all Reports.
8 Reserved N/A
9 Full Access The user has unlimited access to every functionality. They have access to all Set up functionality (via Global Settings).
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15. The Summary data view option permits a user account to view billings through PS on three levels. None allowed, Own billings and All practitioners billings.

User Details _— - S
User ID: BR.
Lser type: Practitioner [
Full name: Dr Bender Rodriguez
Security level: 9 - Full Access %
| ISummarE data view: | All practitioners billings [« |}

[ | Mark inactive

| &ll practitioners billings

User Details _— - e
User ID: BR.
ser type: Practitioner (12|
Full name: Dr Bender Rodriguez
|| Security level: 9 - Full Access (18]
I Summary data view: [All practitioners bilings e

[ | Mark inactive

I Password I_EEWE I[ Cancel ] I

None allowed: ..........ccuuu...e. No access to billings reports
Own billings:......ccoovvveeeeeennnns Access to users own billings reports
All practitioners billings:....... Unrestricted access to all billings reports

Click Save to save all changes made to the User Details.
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16. You will now be prompted to set-up the users Practitioner details. This step activates the practitioner within PS for Medicare billing. Hit Yes.

Practiticner Details set-up

This user has been set-up as a Practitioner

Would you like to set-up their Practitioner details ?

Yes
i

] | o

F
Add a Practitioner

o

‘You have reached your licensed limit of 2 Practitioners

‘You may add additional locations for existing Practitioners or add
additional Locums but if you need to add a new practitioner then you
will need to obtain a new registration key by contacting Health

Communication Network Limited. Please check

Do you wish to Continue? U your current

license numbers

Practice group: |0

I |#| Send scheduled SMS reminders I

|| Mark inactive

|#] Auto capitalise

'Practl'tfoner Details - - - -
User ID: BR Location: | It@rams
Full name: Dr Bender Rodriguez LSPN:
Provider Mo: 2374913 |»| Validate provider No
Payee provider Mo: |2874913x HPI-I Ma:
Practitioner type: | Medical Practitioner |2 II_\ Referral required
Letterhead: The Surgery || Bank account: SWE e
Practitioner status: |Employee |j ILomm for: s I
Options Default biling item Mo and fees

Item No:

Mo concessions:
Discount concession:
Health Care Card:
Pensioner:

Veterans Affairs:

GST: Mo

Incentive payments

|| Bulk Bill
|| Bulk Bill
|| Bulk Bill

|| Bulk Bill

) %

I Medicare plus: Medicare Plus - Rural

g

|#| Apply VAP incentive

|

if this window
appears!!!!

Fill out all the practitioner details for the user account including Location &
Provider No. The provider No. must be valid for successful on-line claiming.

A list of Practitioner types is supplied. Use onof th3ese if possible although
free text can be entered into the field if an appropriate option is not listed.

If the Practitioner status is a Locum, you will need to indicate the practitioner
that the user is Locum for.

You can also choose if the user is a part of the scheduled SMIS reminders (See
SMS scheduled reminders guide here for more info on SMS’s)

Incentive payments: All IT@RAMS sites are within Medicare designated Rural
centres. Please select Medicare Plus — Rural.

Once complete, hit Save and the account creation process is now complete.
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Setting up Users

There is no recommended process for creating accounts for users by Medical Director and user accounts can be created initially in either MDC or PS, depending on
the user’s role. This guide will go through MDC first, followed by PS. A user account created initially in either system will carry over to the other software package.

17. Follow steps 1-3 of this guide to access the User Database in MDC.

18. Select Add User from the lower button set.

Add Dochar Add Murze Practitioner " Add Usger I E dit Delete FPaszwiord take lnactive | Manage Aliazes Cloze

19. This will open the Add User window.

Ml - g — —
User's Name Heathcare Idertifier
i S —
S Py <] PCEHR Detais
Access Level [] Participate in PCEHR

© Full - access to patient fles, addtion and edting of all information e e edeed

except medications. - You can download or upload clinical documents to
each patient’s PCEHR. This is subject to each patient’s
(©) Limited - access to patient files. Letters containing patient PCEHR security status
information can be created
No other additions./atterations can be made. Title: \:I

) Basic - acoess to demographic fles i | |
No aceess ta ciinical information is allowed Middle Name: | |
Last Name: ‘ |

Medicare Australia - Childhood Immunisations (ACIR) [ Date Bxport Frivieges? ] Options Ediing?

Ancilary Provider Number: I:I [ PKI Encryption Autocapitalise name

PCEHR Assisted Registration
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20. Complete the User details including User’s Name, Category and Access Level and hit OK. Access levels are explained in the Add User window.

- = — d — _—
Add User - B p— -
e £
User's Name: Healthcare Identfier Ca nt fl nd the
Category le HPH No: right category?
Supervising Doctor PCEHR Details You can free
Access Level Participate in PCEHR text into thls
(7 Full - access to patient files, addition and editing of all information L D e T KRS apt.io.n BEIELED fleld | ' |
except medications. - You can download or upload clinical document
each patient's PCEHR. This is subject to each pd
(71 Limited - access to patient files. Letters containing patient PCEHR securty status.
information can be creat
No other additions/alterations can be made Title
@) Basic - acoess to demographic files First Name:
No access to dlinical information is allowed. Middle Name:
Last Name
Medicare Australia - Childhood Immunisations (ACIR) Bota Bpart Privieges? Options Ediing?
Ancillary Provider Number: PKI Encryption Auto-capitalise name
|71 PCEHR Assisted Registration
| ok J [ Caneal

21. You will now be prompted to enter and confirm a password for the user. Please note the password to issue to the user. Hit Save.

Please note: It is highly recommended that you make all passwords at least 8 characters, containing a combination of numbers, letters and special characters and
that passwords are not used for more than on account. It is also recommended to get the user to change their password upon initial login. See quide here.

Mew Password

Mew Password: |

Confim Mew Password:

Save

The user account is now created in MDC & PS. If the user only requires access to one of systems, please see Inactivating Users below.
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PracSoft: Adding a User

22. Follow steps 9 & 10 of guide to open the User List window.
If completing the user account creation for an account already created in MDC, highlight user and hit Edit.
If adding a new user directly into PS, hit Add.

F
User List
ser ID Full Mame Inactive Security Level
BR. Dr Bender Rodriguez [ 9 -Full Access
DDAMO  Dr Damo [ g - Full Access
DNR Dr Mick Riviera [ 1 - Basic Access
B Jack Bladk [ g - Full Access
KG Kyle Gas [ 9 - Full Access
P Pm Training [ 9 - Full Access
RI Rn Training [ 2 - Biling/Receipting
RR Reception Training [ 5 - Quick Adjustments/Toggle Mon-pat...
5P Sally Physio [ 2 - Biling/Receipting
Johnny Receptionist [l | 1 - Basic Access
|| Show inactive users I Add I I Edit I | Close

23. You will need to give the user a User ID for PS and select their Security Level. Hit Save when complete and the user is now setup in both MDC & PS. Figl.



Managing Users MDC/PS T EAMS

Complete User Details: User ID: User type: Full Name: Security level: and hit Save. Fig2.

User Details _— [
User ID:
User type: Lser [
Ful name: Johnny Receptionist Figl. |
i ISecurity level: 1 - Basic Access [
N Summary data view: |All practitioners bilings s
! |- | Mark inactive 1

I Password ]I Save I[ Cancel ] I

[ User Details _ - -
I] User ID: I
User type: User [
1| Full name: Fig2. I
||| Security level: [
M1 Summary data view: |All practitioners billings | s
I |- | Mark inactive 1
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24. If you have created the account in PS, you will now be prompted to setup a password for the user. Please note the password to issue to the user. The user is now

created in PS.

Please note: It is highly recommended that you make all passwords at least 8 characters, containing a combination of numbers, letters and special characters and
that passwords are not used for more than on account. It is also recommended to get the user to change their password upon initial login. See quide here.

Set-up Password

MNew password:

Retype new password:

[ Save
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Inactivating Accounts: Medical Director Clinical

25. Follow steps 1-3 of this guide to access the User Database in MDC.

P File Window Help

@ User Database This version of MedicalDirector Clinical is licensed for 2 prescribers. Change Licence Print Details
There are cumently 2 prescribers in the database. Email Details

Include Inactive Users?

User Category Address Type Qualfications Prescriber No
Dr Bender Rodriguez Doctor Planet Express NEW NEW YORK 4670 Locum Bending 1345928
Dr Damo Doctor Direwof St WINTERFELL 4670 Prescriber MBES, Dip RACOG, Ph... 2173711
Dr Nick Riviera Doctor Main St SPRINGFIELD 4670 Prescriber ligybeuyftuifjufty 2173

Provider Mo
2874913X
24266218
24266218

Liohnny Receptionist Receptionist

€ Gas eptionist
Pm Training Practice Manager
Reception Training Receptionist
Rn Training Registered Nurse

| 2 Doctor | (248 Moo Prociioner | [_Aos User | [ Est | [ Dsisia | [_Psonor | Wake necine | (Mansge Alsses | [_Goso |

Dr Dame

26. Highlight user to be inactivated and hit Make Inactive from the bottom button set.

HCN Live Data - GL-ADMO02090N_T\HCNSQLOT Tuesday, 11 August 2015

2:46:43 PM
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27. If the user has a PS account, you will see the below Deactivate User window asking if you want to make this user inactive in PS as well. Select Yes to inactivate and
No to leave access to PS.

r
Deactivate User l"‘s-]
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Inactivating Accounts: PracSoft

28. Follow steps 9 & 10 of this guide to open the User List window.

S

User List
User ID Full Name Inactive Security Level
1 Dr Bender Rodriguez ]
DDAMO  Dr Damo ] 9 - Full Access
DNR Dr Nick Riviera 7] 1-Basic Access
B Jack Black ] |9-Full Access
KG Kyle Gas =] 9 - Full Access
PM Pm Training (=] 9 - Full Access
RN Rn Training ] 2 - Biling/Receipting
RR Reception Training = 5 - Quick Adjustments/Toggle Mon-pat...
SP Sally Physio = 2 - Biling/Receipting
|| Show inactive users [ Add ] [ Edit l [ Close

29. Highlight user to be inactivated and hit Edit.

=
User List

User ID

Full Name Inactive Security Level

BR.
DDAMO
DMR.

JB

PM
RM
RR
SP

Dr Bender Rodriguez = 9 - Full Access
Dr Damo = 9 - Full Access
Dr Mick Riviera ] 1 - Basic Access
Jack Black ] 9 - Full Access
-]
Pm Training ] 9 - Full Access
Rn Training ] 2 - Biling /Receipting
Reception Training ] 5 - Quick Adjustments/Toggle Non-pat...
Sally Physio = 2 - Biling/Receipting

|| Show inactive users [ Add ] I Edit l [ Close
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30. From the User Details window, tick the Mark inactive box and hit Save.

User Details —— -
User ID: KG
User type: User [

II Full name: Kyle Gas I
Security level: 9 - Full Access [
Summary data view: |All practiioners billings i)

|
Password ] I Save l | Cancel

31. If the user has an active MDC account, you will see a PracSoft window open asking if you would like to inactivate the user in MDC. Select Yes to delete or No to
leave access to MDC.

PracSoft
-

II @ Would you like to make this user inactive in Medical Director as well? I

The user is now inactive in PS.



